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Alice

Simple model of QKD

code length N key generation rate R

() Eve’s quantum information
I, (R)
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Security in a practical setting

ideal real
 single photon « weak coherent light
= 1 random bit —0,1,2,... photons
« infinite length code N = 1 random bit
— asymptotic estimation » finite length code
* neglect estimation — limited by memory and
errors encode/decode time
_ no statistical * estimation errors
fluctuation — statistical fluctuation

The above discrepancy is compensated by software
—) estimation of sacrifice bits with decoy method




Information Leakage
Eve Bob

No photons detection events: JO

single intensity { E ‘ égé
g probabilistic \ detection events: Jt
MA | '
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key information with phase error: r
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Quantum Effect!! —]
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Decoy+Quantum Information Theory
[Hwang 2003; Wang 2005, Ma et al. 2005; Hayashi 2007]
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Setting of our decoy method QKD

decoy QKD (four intensities)

/" intensities :sending prob.\

0 04195 code length N = 10°
0.07 - 0375 security parameter 6 =9
07 : 0. —
0.35 : 0.125 One protocol: . <2
signal) 0.50 : 0.375 |
\{signal) 0.50 ) 75x108 pulses are sent

Alice

& raw key+

BB84 protocol

P

# of pulses sent,

# of pulses received, _g
# of pulses with basis coincidence, ||

# of error bits




Key generation rates with guaranteed
guantitative security in the real world

QKD with [l <27 40 times (Key generation rates are
200 CEZOO*JPS g not so large ...

@ R =
e L JEPY
i © " _
5 R (Due to the statistical fluctuations
c 120 o, | Never negligible even if N = 10°
% . L
S 80 *
()
(- * ]
& * * No final secret key was left
q>), 40 ¢ 'S .
X 6.3%&/
—
0 | w00 0060600000060 )
0.055 0.06 \0.76? oo 0.075
Error Rate

[J. Hasegawa, M. Hayashi, T. Hiroshima, A. Tanaka, and A. Tomita, quant-ph/0705.3081]
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Performance Outlook

| Eve’s information on
- final key: |
L ¥ < 27 (bits/4kb final key)

no external photons '
asymptotic (3decoy) fiber loss: 0.17dB/km

receiver loss: 5dB
visibility: 0.94
tector efﬁuency 0. 1_

. N=104

N=10°

50 100 150 200
Transmission distance (km)




QKD System: Conclusion and requirements

Eve’s information: <27
Key generation rate: 200 bps

Achievement of the quantitative secure QKD system
in the real (finite) world (1. <277)

J

Performance criteria for QKD systems
In the real world ! -

Key generation rate

. . Quantitative security
Transmission distance




Quantum Cryptography: Future

e Single-photon Source
 Photon Detector
QKD Protocol

e System Security
 Quantum Cryptograhic Protocols

 Quantum Repeater
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